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"‘) Optimal Browser Settings for

Mozilla® Firefox® Running on Microsoft® Windows®

Each time you log in to our web site, it evaluates whether you are using the same computer and browser

you registered with us. Our site looks for our cookies (electronic markers) in your computer’s memory; if it
doesn’t find them, we ask you to identify yourself again by providing a code that you receive by email or text.
After your computer is registered, you shouldn’t need to provide a code again for that computer using that
browser. (Note: Each time you use a public computer, you must provide a code as a security measure.)

On rare occasions, people cannot log in without registering their computer each time — even after they have
registered it already. This may mean that their computer’s browser is clearing our cookies, so our web site
cannot recognize the computer. If you are experiencing this, try changing the settings on your computer.

Here’s how.
Set your computer to keep all web site cookies
1. Browse to our web site. Do not log in.

2. At the top of the browser, click Tools > Options.

File Edit View History Bookmafks
Downloads Ctrl+)
Add-ons Ctrl+Shift+A
Set Up Sync...

Web Developer >
Page Info

Start Private Browsing Ctrl+Shift«P
Clear Recent History... Ctrl+Shift+De

(o

Options
\“-—_—/

3. On the Options window, click Privacy.

Options &J
4. In the History section, select Firefox will: Use d S PN © O
custom settings for history. General Tabs Content  Applicatiol Privacy urity Sync Advanced

Tracking
["] Tell websites I do not want to be tracked

5. Make sure the check box for Accept cookies from
sites is selected.

History

SNl || Use custom settings for history J

6. Make sure the check box for Accept third-party LG

Remember my browsing history

cookies is selected. It is acceptable for other check Remember download history

boxes to be selected, as well. Remember search and form history
Accefgt cookies from sites i
7. Make sure that Keep until they expire is selected in fcept thirg-pamgookies b
the Keep until setting Keep untis (they expire)
[7] Clear history Yo efox closes Settings...
Location Bar
When using the location bar, suggest: [History and Bookmarks ~ ]
I oK l ’ Cancel l { Help ]
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8. Click Exceptions.

——

@ Exceptions - Cookies
S

=R X

Allow for Session, or Allow.

Address of website:

You can specify which websites are always or never allowed to use cookies.
Type the exact address of the site you want to manage and then click Block,

Block Allow for Session

2=
=]

WWW.LNwa -ywebsite.com

<

Status
Block

lﬁemove Site l l Remove All Sites l

Close

9. Verify that our web site is NOT listed on the Exceptions-Cookies window. If it is, select it then click

Remove Site.
10. Click Close.

1. Click OK.

12. Log in to our web site, selecting Register computer for future use when prompted. Supply the text or

email code as soon as you receive it.

The next time you log in, you should not need a code.

Thank you for your patience in performing these steps. Please contact us if you have questions.
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Optimal Browser Settings for

Internet Explorer® Running on Microsoft® Windows®

Each time you log in to our web site, it evaluates whether you are using the same computer and browser
you registered with us. Our site looks for our cookies (electronic markers) in your computer’s memory; if it
doesn’t find them, we ask you to identify yourself again by providing a code that you receive by email or text.
After your computer is registered, you shouldn’t need to provide a code again for that computer using that
browser. (Note: Each time you use a public computer, you must provide a code as a security measure.)

On rare occasions, people cannot log in without registering their computer each time — even after they have
registered it already. This may mean that their computer’s browser is clearing our cookies, so our web site
cannot recognize the computer. If you are experiencing this, try changing the settings on your computer.
Here’s how.

If you have Internet Explorer 7 or 8:

Set your computer to keep all web site cookies:

I. Browse to our web site. Do not log in.

2. At the top of the browser, click Tools > Internet options.

3. On the Internet Options window, click the Advanced tab.

Internet Options e B -
General | Security | Privacy | Content | Connections Progr@
Settings
| Play animations in webpages™ -

| Play sounds in webpages
Show image download placeholders
L~ S igfures
E Security

P

ctive content from CDs to run on My Computer®

| Allow active content to run in files on My Computer®
Allow software to run or install even if the signature is inv
Block unsecured images with other mixed content

| Check for publisher's certificate revocation

| Check for server certificate revocation™

| Check for signatures on downloaded programs

_|— Do not save encrypted pages to disk

@mpty Temporary Internet Files folder when browser is
| Enable DOM Storage -

m

4. Under Security, verify that the check box for Empty Temporary Internet Files folder when browser is
closed is cleared.

5. Click OK.

6. Log in to our web site, selecting Register computer for future use when prompted. Supply the text or
email code as soon as you receive it.

Thank you for your patience in performing these steps. Please contact us if you have questions.

See the next section if you have Internet Explorer 9.
Continued...



If you have Internet Explorer 9:
Set our web site as a Favorite in your browser (if you have not already):
1. Browse to our web site. Do not log in.

2. In the top right corner of the browser, click '~ > Add to Favorites.

]

worites Feeds History
"

3. Change the description in the Name box, if you choose.
Add a Favorite ﬁ

L Add a Favorite

A Add this webpage as a favorite. To access your favorites, visitthe
Favorites Center

Namte:*my bank's home page|

Create in: ii,,‘r Favaorites

'H New folder ]

Add Cancel

4. Click Add.
(You may also choose to add other web sites as “Favorites”.)

Set your computer to keep cookies for Favorite web sites:
. Browse to our web site. Do not log in.

2. Click “2° > Internet options.

[T

Print

File 3
Zoom (125%) 2
Safety 4
View downloads Ctrl+J)

Manage add-ons

F12 developer tools
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3. On the Internet options window, click the General tab.

Internet Options M
——

( General | sdeurity | Privacy | Content | Connections | Programs | Advanced|

Home page
To create home page tabs, type each address on its own line.
.
A
w http://homepage/default.aspx »
’ Use current ] [ Use default ] i Use blank

Browsing history

"LI Delete temporary files, history, cookies, saved passwords,
¥ and web form information.

D Delete browsing history o

l Delete... ] Settings ]
Search
p Change search defaults.
Tabs
Change how webpages are displayed in
tabs.
Appearance
Caolors ] [ Languages ] [ Fonts ] [ Accessibility ]

o [coment ][ om0

4. In the Browsing history section, click Delete...

5. On the Delete Browsing History window, the top option is Preserve Favorite website data.
Make sure this option’s check box is selected.

Delete Browsing Histo_ M

rmerve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files
Copies of webpages, images, and media that are saved for
faster viewing.

["] ActiveX Filtering and Tracking Protection data
A list of websites excluded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit.

—
——— 2

history

6. Click Cancel. (This retains your setting without deleting cookies at this time.)

7. Click OK.

8. Log in to our web site, selecting Register computer for future use when prompted.
Supply the text or email code as soon as you receive it.

The next time you log in, you should not need a code.

Thank you for your patience in performing these steps.

o [ ) ®
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Optimal Browser Settings for

Internet Explorer® 10 Running on Microsoft® Windows® 8

Each time you log in to our web site, it evaluates whether you are using the same computer and browser
you registered with us. Our site looks for our cookies (electronic markers) in your computer’s memory; if it
doesn’t find them, we ask you to identify yourself again by providing a code that you receive by email or text.
After your computer is registered, you shouldn’t need to provide a code again for that computer using that
browser. (Note: Each time you use a public computer, you must provide a code as a security measure.)

On rare occasions, people cannot log in without registering their computer each time — even after they have
registered it already. This may mean that their computer’s browser is clearing our cookies, so our web site
cannot recognize the computer. If you are experiencing this, try changing the settings on your computer.

Here’s how.

Set your IE10 browser (in Desktop Mode) to keep all web site cookies

. Access IE 10 in Desktop Mode.

2. Browse to our web site and access the login page. Make note of the address there.

3. Click "2 >Internet options.

Print 4
File 4
Zoom (125%) 4
Safety 4
View downloads Ctrl+)

Manage add-ons
F12 developer tools
Go i ites

Internet options

4. On the Internet options window, click the Privacy tab.
Internet Options ?

General | Security | Privacy | Content | Connections | Programs | Advanced

Settings
Select a setting for the Internet zone,
" Medium High

i -Blocks third-party cockies that do not have a compact

& privacy policy

) -Blocks third-party cookies that save information that can
i  beused to contact you without your explicit consent

i -Blocks first-party cookies that save information that can
{  be used to contact you without your implicit consent

@| Import Advanced Default

Location

O Eﬁ;;;;lllnouc\‘a‘ﬁoe:sihes to request your Clear Sites
Pop-up Blocker
Turn on Pop-up Blocker Settings
InPrivate

[] Disable toolbars and extensions when InPrivate Browsing starts

Continued...



5. Notice where the slider is. Move the slider to a point that does not block or allow all cookies.

6. Click the Sites button to show the Per Site Privacy Actions window.

Per Site Privacy Actions “

Manage Sites
G_i_ You can specify which websites are always or never allowed to use
:® cookies, regardless of their privacy policy.

Type the exact address of the website you want to manage, and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remaove button.

Address of website:

www myfinancialinstitution.com

Managed webgites:

Domain Setting

0K

7. In the Address of website box, type our address.

8. Click Allow.

Per Site Privacy Actions “

Manage Sites
C_i_ You can specify which websites are always or never allowed to use
k@ cookies, regardless of their privacy policy.

Type the exact address of the website you want to manage. and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the website
and click the Remaove button.

Address of website:
| [ Block
Managed webgites:
Domain Setting Bemove
myfinancialinstitution.com Always Allow Remove all
[ ok |

9. Click OK.

10. Return to the Privacy tab (and return the scroll bar to its original position, if you wish). Click OK.

1. Log in to our web site, selecting Register computer for future use when prompted. Supply the text or

email code as soon as you receive it.

The next time you log in, the system should not prompt you for a code. If it does, you may need to repeat
these steps, adjusting the address on the Sites tab to match the address that appeatrs in the address bar after
you log in. Thank you for your patience in performing these steps. Please contact us if you have questions.

Continued...



To view our website more easily in Internet Explorer 10 (Desktop Mode)
If you are having trouble with our web site’s display in IEI0, please follow these steps:

1. Browse to our web site in IEIO.

2. Press the F12 key on your computer keyboard to dlsplay a panel at the bottom of the screen.

File Find Disable View |mages Cache Jools Validate I A NSRS 0N Document Mode: Standards

HTML | CSS Console Script Profiler Network l___ Internet Explorer 10
h R Hd 4 B # = |V| Internet Explorer 10 Compatibility View iStyT TraceStyles Layout  Attributes
-<!DOCTYPE html PUBLIC *-//W3C//DTD XHTML 1.0 1 Internet Explorer 9 ml1/0T

E-<html lang="en-US" xml:lang="en-US" xmlns="htt IntemetEprorerE

Internet Explorer 7

3. Click the Browser Mode IE10 menu and select Internet Explorer 10 Compatibility View.

4. Close your browser to save this setting.
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Optimal Browser Settings for

Apple® Safari® 6.1 on Mac OS

Each time you log in to our website, it evaluates whether you are using the same computer and browser

you registered with us. Our site looks for our cookies (electronic markers) in your computer’s memory; if it
doesn’t find them, we ask you to identify yourself again by providing a code that you receive by email or text.
After your computer is registered, you shouldn’t need to provide a code again for that computer using that
browser. (Note: Each time you use a public computer, you must provide a code as a security measure.)

On rare occasions, people cannot log in without registering their computer each time — even after they have
registered it already. This may mean that their computer’s browser is clearing our cookies, and our website
cannot recognize the computer. If you are experiencing this, try changing the settings in your browser. Here’s
how.

Safari 6.1is only available on Mac OS°®.
The steps below are for MAC OS version 10.7.x

Set your browser to keep some or all website cookies
I. Browse to our website in Safari.

2. In the left corner of the toolbar, click Safari to display a menu.

@le Edit View Histor
out Safari

Safari Extensions...

Report Bugs to Apple...

Preferences.

p Windows  {r3K

| Private Browsing...
| Reset Safari...

: Empty Cache... HE
I Services >
| Hide Safari #H

Hide Others N 3H
! Quit Safari #Q

3. Click Preferences to display the Preferences box.

Continued...



4. Click Privacy to display that tab.

Cookies and other website data: | Remove All Website Data...

23 websites stored cookies or other data | Details. ..
Block cookies: (=) From third parties and advertisers
[ Always

| Never

Limit website access to location services: (=) Prompt for each website once each day
I Prompt for each website one time only
I Deny without prompting

Website tracking: Ask websites not to track me

Web search: Prevent search engine from providing suggestions | ? |

5. Do not click Remove All Website Data.

6. For Block cookies, make sure that Always is not selected. Select either of the other choices. (If From third
parties and advertisers was previously selected and Safari still deleted our cookies, try changing this
selection to Never.)

7. Click the close button & to save your settings and exit the Preferences box.

The second time you log in after this, you should not need to provide a code.
Thank you for your patience in performing these steps. Please contact us if you have questions.

o [ ] ®
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Optimal Browser Settings for

Apple® Safari® 5.1 on Mac OS

Each time you log in to our website, it evaluates whether you are using the same computer and browser

you registered with us. Our site looks for our cookies (electronic markers) in your computer’s memory; if it
doesn’t find them, we ask you to identify yourself again by providing a code that you receive by email or text.
After your computer is registered, you shouldn’t need to provide a code again for that computer using that
browser. (Note: Each time you use a public computer, you must provide a code as a security measure.)

On rare occasions, people cannot log in without registering their computer each time — even after they have
registered it already. This may mean that their computer’s browser is clearing our cookies, and our website
cannot recognize the computer. If you are experiencing this, try changing the settings in your browser. Here’s
how.

If running on Mac OS® X
Set your browser to keep some or all website cookies
. Browse to our website in Safari.

2. In the left corner of the toolbar, click Safari to display a menu.

@le Edit View Histor
out Safari

Safari Extensions...

Report Bugs to Apple...

Preferences. i,
p Windows {r 3K

Private Browsing...
Reset Safari...

Empty Cache... X ¥E
Services »
Hide Safari g H
Hide Others " 3#H
| Quit Safari 3#Q

3. Click Preferences to display the Preferences box.

Continued...



4.

Click Privacy to display that tab.

'® 00

Privacy

0o = S L—J@\zé

General Appearance Bookmarks Tabs RSS  AutoFill Securi

L) ek

tensions Advanced

6.

7.

Cookies and other website data:

Block cookies: (#) From third parties and advertisers
l{' | Always

Limit website access to location services: @ Prompt for each website once each day
[ Prompt for each website one time only
) Deny without prompting

Remove All Website Data...

79 websites stored cookies or other data | Details...

' Never

For Block cookies, make sure that Always is not selected. Select either of the other choices. (If From third

parties and advertisers was previously selected and Safari still deleted our cookies, try changing this

selection to Never.)

Click the red close button & ©

Do not click Remove All Website Data.

to save your settings and exit the Preferences box.

The second time you log in after this, you should not need to provide a code.

Thank you for your patience in performing these steps. Please contact us if you have questions.

If running on Windows® XP or Windows® 7

Set your browser to keep some or all website cookies

1

2.

Browse to our website in Safari.

click %~ to display a menu.

Click Preferences to display the
Preferences box.

In the top right corner of the browser,

e

Customize Toolbar...
Show Menu Bar
Hide Bookmarks Bar Ctrl+Shift+B
Show Tab Bar Ctrl+Shift+T
Show Status Bar Ctrl+/
Show Reading List Ctrl+Shift+L
Enter Full Screen F11
History Ctrl+H
Downloads Ctri+Alt+L
Private Browsing...
Reset Safari...

Ctrl+Shift+K

Bl =Up Windows
Preferences...
elp

Report Bugs to Apple...

Safari Extensions...
About Safari

Ctrl+,
F1

Continued...



4. Click Privacy to display that tab.

-

Privacy

=X=)

i

w B 7] QL

RSS  AutoFill Securitw 'Privacy /i

i [d O

General Appearance Bookmarks Tabs

Cookies and other website data: [ Remaove All Website Data... ]

12 websites stored cookies or other data

Block cookies: @ From third parties and advertisers

‘("- Always
) Never
Limit website access to location services: |/ Proempt for each website once each day

@ Prompt for each website one time only

& Deny without prompting

ensions Advanced

e

A

5. For Block cookies, make sure that Always is not selected. Select either of the other choices. (If From
third parties and advertisers was previously selected and Safari still deleted our cookies, try changing this
selection to Never.)

6. Do not click Remove All Website Data.

7. Click W38 to save your settings and exit the Preferences box.

The second time you log in after this, you should not need to provide a code.

Thank you for your patience in performing these steps. Please contact us if you have questions.
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